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Abstract.

Product design is often a process that involves multiple parties collaborating
with each other to design a final product. The involvement of multiple parties
induces several risks associated with cyber security and intellectual property
theft. These risks are hard to address especially in the case of traditional central-
ized platforms which may be prone to misconfiguration and software vulnerabil-
ities. As a potential solution, we aim at addressing the issue of design data ex-
change through decentralized platforms such as the blockchain. Our solution lev-
erages data formats that can segment product data models and gives the ability to
control access to data through a decentralized platform which can be fully inte-
grated with PLM processes through APIs. A proof of concept of this solution
using the open-source Odoo PLM platform as well as the Hyperledger Fabric
blockchain development platform is demonstrated.

Keywords: Product Lifecycle Management, Blockchain, Supply Chain Man-
agement, Odoo, Hyperledger Fabric

1 Introduction

Given the nature of PLM processes which involve dealing with multiple parties in most
of the product lifecycle, securing the information that is shared among the parties in-
volved has different objectives. The first and the most important is related to the pro-
tection of the product’s intellectual property (IP) and this is usually two folds. On the
one hand, the IP needs to be secured so that critical information is not threatened by
mostly focusing on the aspects of confidentiality and integrity to the outside world. The
second aspect is that some of the parties collaborating in some area of the product de-
velopment might have some conflict of interest related to another area and this has
indeed been the case in several legal battles between companies where for example, in
a case involving two companies A and B, Company A outsourced some parts from
company B to develop Product 1 and the two companies shortly found themselves in a
court case of IP theft over Product 2 from Company B (Company A accused B of IP
theft) [1]. For these reasons a lot of researchers dedicated efforts to developing solutions
to address the security of product lifecycle processes.



In an aim to control shared product data in PLM context, in the paper, we propose a
blockchain-based access control solution to control access to design data models. Our
solution leverages a blockchain-PLM integration platform we developed, and adds an
access control component to enable a role-based product development environment
fully customizable. This solution uses a prototype we built to integrate information sys-
tems to blockchain platforms. Figure 1 below explains how our blockchain-based in-
teraction works where all transactions between involved parties are managed by block-
chain smart contracts.
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Figure 1. Blockchain-Integration scenario with supply chain: the Odoo Hyperledger Fabric
Integration

The rest of this paper is organized as follows. In section two, we present a review of
works related to access control in product data models as well as the uses of blockchain
in industrial applications. In section three, we present the methodology of our data
model access control through blockchain integration, and in section four, we present
our proof-of-concept blockchain-based access control approach and discuss its
strengths and weaknesses. We draw our conclusion in section five and give some future
work perspectives.

2 Related work

2.1  Encapsulation and access control on data models

From an access control point of view, multiple contributions had the goal to address
concerns related to permissions. The authors of [2] proposed a role-based technique for
the visualization of CAD models using security policies and innovative methods to re-
duce the fidelity of product component drawing to protect intellectual property. In [3],
the authors use a similar approach but focus on providing users with more levels of
access control rather than granting or denying access. This is achieved by reducing the
fidelity of 3D models. A lot of approaches investigate the use of encryption to enforce
access control in collaborative CAD environments. The authors of [4] propose two en-
cryption approaches for CAD data focusing mainly on efficient 3D data compression



and cryptanalysis resistance. In [5], a new parametric approach for CAD model en-
cryption in cloud environments is proposed. The authors use an approach they call En-
hanced Encryption Transformation Matrix to alter the structure of CAD models. Simi-
lar approaches relying on 3D model tampering were proposed in [6—8]. Although these
model tampering approaches are innovative, traditional approaches for access control
to CAD data are the most realistic and better suited for production environments. Most
of these approaches [3, 9, 10] consider the fragment of the design data and applies ac-
cess control policies on these fragments so that users with different roles can access
assigned fragments.

2.2 Integration of Blockchain and Enterprise information systems

Blockchain integration was investigated in many contributions focusing on multiple
aspects of collaboration in industrial applications. As an example, the authors of [11]
proposed an empirical study that focuses on blockchain integration in the contexts of
manufacturing and operation management. They depicted a detailed evaluation of the
different disadvantages preventing effective blockchain integration. In [12], IoT and
machine learning integration with blockchain were studied to improve smart manufac-
turing quality control. The authors of [13], proposed a new productivity improvement
application based on blockchain in the context of auto manufacturing and spare parts
manufacturing. In [14], the authors investigated the blockchain and supply chain inte-
gration impact on additive manufacturing. In a more practical fashion, in [15], the au-
thors presented Block-SC, a new blockchain service for cloud manufacturing with the
goal of establishing a service composition collaboration platform. In the context of
manufacturing, the authors of [16] proposed an architecture based on blockchain for
cyber-physical systems. The authors of [17] presented a shared-manufacturing block-
chain-based framework. This framework enables resource sharing in a peer-to-peer
fashion whilst maintaining trust using a consensus mechanism based on proof-of-par-
ticipation and smart contracts [12].

Numerous applications in the supply chain management context were proposed. The
authors of [18] proposed a blockchain and supply chain integration model. In [19], a
blockchain-based supply chain is developed where the authors investigated the use of
ontologies and design tools to translate traceability information to enforce domain con-
straints in smart contracts.

Blockchain technology was used by the authors of [20] to design an industrial plat-
form with a product-centric information system used as a backbone.

In [21], the authors presented a blockchain integration study in the context of the
aircraft parts supply chain. Beyond traceability, Blockchain was used to monitor per-
formance and parts usage, thus impacting positively data integrity as well as safety.

In the era of Industry 4.0, emerging technologies such as IoT, cloud manufacturing,
Al, and blockchain are making smart manufacturing a reality. To improve supply chain
efficiency and attain business innovation, blockchain is adopted by big manufacturers
such as Ford and BMW.

Blockchain is a secure and efficient platform that has multiple benefits and can be
used for improving collaborative applications. However, its integration requires a lot of



work in terms of development and integration. This technology received a lot of atten-
tion and interest in the context of manufacturing and supply chains as it enables a large
variety of applications and introduces peer-to-peer trust [22].

3 Methodology

From a high-level standpoint, our solution consists of integrating blockchain technol-
ogy with PLM systems and handling critical processes and confidential data through
the blockchain platform. Both platforms will communicate with each other using an
API broker. The data models' access control will be handled by blockchain smart con-
tracts and for our proof of concept, we aim to mainly investigate the feasibility as well
as the impact of blockchain-based access control in PLM data models.

31 Solution Idea

To address confidentiality and access control concerns to PLM systems’ data, we pro-
pose to use a blockchain platform to serve as a secure and efficient alternative to tradi-
tional relational databases often used by PLM systems and enterprise information sys-
tems. In traditional and cloud-based PLM systems, data is often centralized in databases
or cloud storage buckets. This approach has several disadvantages related to security,
availability, tamper-proofness and access control. Our solution integrates permissioned
blockchains with PLM systems to handle collaborative data in a decentralized para-
digm. Blockchain will be used to store PLM transaction data as well as to handle these
transactions using smart contracts. Additionally, the novelty in our approach comes in
the form of enforcing access control policies to all the data present in the blockchain in
multiple formats focusing mostly on formats directly related to product design such as
CAD and mostly all portable documents. The access control module we integrate into
our earlier prototype [23—25] serves as a blockchain-based reference that manages role-
permission associations to PLM process assets meaning data visibility as well as actions
permissions. Figure 3 highlights the overall architecture of our solution.

Due to the nature of the blockchain platform and given that the system data is present
at all nodes, the need to enforce access control is tightly associated with data confiden-
tiality. Thus, in our solution, encryption is used to enforce data visibility. Actors having
the rights to a certain category of information (a role) will have keys to this information
associated with their blockchain wallet.

3.2  Design and Implementation

Our solution is centered around the Odoo PLM as well as the Hyperledger Fabric
Blockchain platform. The two platforms are mainly chosen due to their functionalities
as well as being open source, thus allowing the maximum level of customization.

Odoo PLM focuses mostly on the lifecycle aspects of PLM but unfortunately does
not allow the ability to preview advanced design models such as CAD models or



portable documents. We thus had to integrate web-based plugins into Odoo in order to
allow the visualization of these data models inside Odoo.

Although in the case of CAD, the interface only allows viewing the files, we aim in
the future to integrate it with CAD editors such as CATIA, SolidWorks, and Revit.

Figure 2 below represents a laptop manufacturing scenario where several actors have
to access different parts of the laptop design specifications. In this scenario, and to se-
cure the data encapsulation, we leverage a blockchain-based solution through smart
contracts to manage the access control to different design data depending on the role of
the actor.
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Figure 2. A Collaborative PLM Process with different levels of access to data models

Blockchain — Odoo Integration

All communication between Odoo and HyperLedger fabric is managed through a
broker component. This broker is implemented in Node.JS and its main task is to trans-
mit transaction data back and forth between the platforms. It relies on the HyperLedger
Fabric JavaScript SDK for the connection to the blockchain network. To allow reliable
and secure communication between the two systems, a RESTful API is used for data
and transaction transfer. Client interfaces such as our Odoo interface or a mobile logis-
tics app (developed for real-time asset tracking for the Transporter actor) use this API
to connect to the blockchain network through the broker.

Data model access control

Realistically, we cannot focus on all data models, but we can prepare scenarios for the
most used format in PLM. Our main idea behind this solution is that for a given product,
the parties collaborating for its development focus on certain aspects of the product
only. And thus, restricting access to the parts which are not needed is better from an
Intellectual property standpoint to avoid issues such as the one highlighted in [1]. As
proof of concept, we implement file-level access controls in our solution. In this



scenario, we assume that for a given product, each major aspect of its design is repre-
sented by a design file (a CAD model). Each actor in the PLM network will then be
assigned access rights to the parts he has privileges on. We achieve this by implement-
ing an Odoo data model that is fully controlled by a blockchain smart contract. This
model incorporates access control features for all the data files as well as the associated
files. Securing access can be through visibility, meaning hiding the related parts from
unauthorized users, or by encryption. When a user attempts to view a given part, the
blockchain-based reference manages checks the user’s privileges on that part and then
either send him the data or the encryption keys. The users identity verification aspects
are fully managed by the Hyperledger platform which provide excellent certificate-
based identity management.

In the future, we aim at using formats that allow for inner encapsulation through
encryption such as formats based on OBJ, etc., or by using approaches similar to the
ones discussed in section two where the data is encrypted using different methods. By
doing this, we ensure that a single model can be used to represent the product and can
allow for different access levels securely.
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Figure 3. Blockchain-based PLM data models access control

4 Results and discussions

To evaluate and validate our proof-of-concept, we implemented a small collaborative
design scenario involving one manufacturer and multiple suppliers. The scenario inter-
face was implemented on Odoo using Python. All data handling and transaction man-
agement was shifted from Odoo to the blockchain through smart contracts. The scenario
we investigate involves a laptop as a product and the manufacturer sets up a network
with a different supplier for the parts. For each part, a 2D and a 3D data model is asso-
ciated, and an access control list ACL specifies which other suppliers have the rights to
see the data models. The access control list can be updated dynamically. We, unfortu-
nately, could not cover partial access control due to the nature of the data models we



used. We aim in the future to investigate using specific file and data formats to allow
for more granularity in access control.

For our scenario, Figure 4 represents a warning message for an unauthorized user try-
ing to view a data model to which he has no rights. The data model will be hidden.
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Figure 4. Access Control enforcement scenario through blockchain integration

Figure 5 shows a screenshot of a user viewing a data model in 2D and 3D for a part
he has the right to see.
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Figure 5. A product component (Laptop charger example) with PDF and 3D data models +
Blockchain-based access control

Figure 6 shows the interface of the manufacturer where he can add suppliers and

parts to a product design while assigning dynamic access control rights (see Figure 7).

Manufacturer ~ Supplier Client  + © ®5 & 3 MyCompany (San Francisco) ~ v‘f Manufacturer

Parts Supply / pImdesign.design,9

=18 Create Action ~ 171 € >

Notify ack | Start Working on Request JRSEUNOCETN(GEIIM Request Design Constraints Review | Approve Request | Deliver Part

Current State Supplier ID Multiple
Description A Laptop prototype File Name Design 0002
Manufacturer ID Kim Technologies Part design Code
Request Date 11-02-2023 File Hash NULL
Sequence Number 0002 Blockchain File Hash
PLM Doc Type Design prototype Project Number PR001
Part Code
Part ID Description Quantity
Supplier 1 Charger 1

Figure 6. Main product page and parts llist (BOM)



Open: Part ID

Description Laptop Charger
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Figure 7. Editing a given design part

Figure 8 and Figure 9 show the blockchain log before and after an update to the access
control lists ACLs.

{ contractId: }
Wallet path: /home/a/fabric-samples/fabcar/javascript/wallet
Transaction readDesignContract has been evaluated, result : {"I part6","Supplier_id": , "Manufac
turer_id":"1" K "Item_id":"00012", "Description":"DD",K "ACL":"Supplier 1", "File_hash":"delb754203e2840a8
c58fb0f981c90ac6ae3068c"}
{

ID: .

Supplier_id

Manufacture

Item_id:

Description:

ACL:

File_hash:

Part Request Contract

Id

Supplier_id : 4

Manufacturer_id :

Item_id : 00012

description : DD

ACL : Supplier 1

currentFileHash : delb754203e2840a8c58fb0f981c90ac6ae3068c

Figure 8. Blockchain log for supplier part request smart contract
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}
Wallet path /home/a/Fabrlc samples/Fabca1/Javascrlpt/wallet
dDeslgnCont1act has been evaluated {"ID":"part6", "Supplier_id"
Item_id":"00012", "Description":"DD", K" ":'Suppllex 1, Suppllex 5, Supplier 5
el 754203e2840a8c58fb0f981c90ac6ae3068c }

Suppller 1d .
Manufacturer_id:
Item_id:
Description:

ACL:

File_hash:

Manufacturer_id : 1
Item_ 1d 1 00012

981c90ac6ae3068c

Figure 9. ACL update blockchain log

5 Conclusion

Blockchain's impact on manufacturing and industrial applications was compared by
some people to the wheel invention. This disruptive technology showed its potential in
revolutionizing product design and manufacturing in many ways. In this paper, we in-
vestigated a new aspect of blockchain integration with industrial applications related to
the access control of data models. We used Hyperledger Fabric as a permissioned
blockchain platform to store the transaction data and manage the lifecycle of smart
contracts. Hyperledger Fabric was mainly selected as it is an open-source platform used
extensively in the product development environment. As for the information system,
we used Odoo which is an open-source framework written in Python. Our access con-
trol approach assumes that for a given part of a product, an access control list is asso-
ciated to allow actors in the network to view the part specification depending on their
needs. Our approach relies fully on the blockchain to manage transactions between ac-
tors as well as to enforce access control for product parts data models. Although it
would have been more beneficial to allow more granularity when setting access control
policies for certain fields or areas in data models, in the future, we aim to address this
aspect using advanced file format and data models.
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